Como xestionar unha

gran cantidade de sitios
WordPress




VIGO

WORDPRESSMEETUP

_aadbese. M. e abdD

W




W,

jesus@jesusamieiro.com

B

L

SN

o




la semana

php




WPCLI

desdecero.com






N\



§x0r3d By F33LT & Cr3wCk3r

ANONYMOUS

We are Legion. We do not Forgive. We do not Forget

Expect Us!

-This Website Was Hacked -

Because none of us are as cruel as all of us.

@F33LT Follow...
@AnonWork Follow...

7th - September - 2011
5th - November - 2011



Entra a tu banca online

Introduce tu usuario y clave de acceso

Usuario (MIF/MIE/Pasaporte/T. Andnima)

éOlvidaste tu clave de acceso?

Siya erescliente de BBVA y
no tienes usuario online
crea tu clave de acceso y
empieza a disfrutar de tu
area de clientes.

Crear clave de usuario
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ATAQUE A TWITTER Y OTRAS COMPARIAS »

Varios ciberataques masivos inutilizan las webs de
grandes compaiiias

Son los mas graves de la ultima década. Los primeros indicios descartan a un pais extranjero
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NEWSLETTERS
Recibe la mejor informacion en tu bandeja

de entrada
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Py . El poder atn oculto de tus datos

El cofundador de Twitter confirma que se podran
editar los mensajes
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Q.  ACTUALIDAD REDES SOCIALES WINDOWS WEB PASO A PASO yFfod

Casi 50.000 webs que usan WordPress infectadas con malware que
mina criptomonedas

SUSCRIBETE A GENBETA

Recibe un email al dia con nuestros articulos:

Tu correo electrénice VAL

Siguenos
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TECNOLDGI'A APPS PARA EL CIUDADANC COMPROMETIDD MOBILE WORLD CONGRESS  MOVILES

| VULMNERAEBILIDADES

La filtracion de los 'papeles de Panama’
pudo producirse por no actualizar una
pagina web

Un 'plugin’ de WordPress y una versian antigua de Drupal, posibles causas del 'hackeo'

Josep M. Berengueras
Martes, 12/04/2016 | Actualizado el 13/04/2016 a las 18:04 CEST
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Fallo de seguridad en WordPress expone a

millones de webs

Actualizado 11/05/2015 11:29:00 ggr

MADRID, 10 May. (Portaltic) -

Un grupo de especialistas en seguridad informatica ha descubierto recientemente
una vulnerabilidad de seguridad en los sistios Web construidos en WordPress. El
problema afectaria a una serie de complementos y temas preinstalados en la
plataforma, que permitiria a un atacante tomar el control de la web.

Entre los afectados se encuentra "TwentyFifteen”, mitico tema preinstalado con la
plataforma web. Pero no ha sido el Unico, sino que gadgets y pluggings también se
han visto afectador por este fallo Cross-site o XSS.

Relacionadas

« Twitter quiere comprar la app de noticias Circa

= El sistema de pago mévil de Microsoft, HTC One M9 Plus y la falta de navegador web
de Apple Watch:historias del dia

Ultimas noticias / Portaltic »

® Google Chrome identificara URL
fraudulentas que intentan engafiar
por su parecide con las URL
legitimas

® Google requerira identificarse a los
anunciantes electorales para evitar
el abuso en las elecciones europeas

® Google prueba la carga rapida de
paginas web AMP en la version
Android de Gmail



COMPUTERWORLD €S0 DIGITAL

EMPRENDEDORES | LEGISLACION | NUEVAS TECNOLOGIAS | CASOS DE EXITO | ==

TENDENCIAS EMPRESAS CIBERCRIMEN ENTREVISTAS ESPECIALES COMPUTERWORLD.ES

Login con o Crea una nueva cuenta

Transformando las Tl Seguridad Cloud  Conoce Dell

ALERTAS | NOTICIAS | 13 FEB 2017

Una vulnerabilidad de WordPress ataca a mas de 1.5

millones de paginas web

Tags: Seguridad Espionaje Ciberseguridad Hacker

También te puede interesar:

» Un fallo de WordPress expone a millones de paginas web
3 Un estudio revela la vulnerabilidad de empresas y paises a causa de |a falta de talento en cibersegunidad

Los atacantes estan aprovechando el fallo recientemente restablecido de la APl REST que
permite que el codigo se inyecte en los sitios web de WordPress.

.E:Shama F T\.\.'eetlal g TWEE'E,E mLinkedlne G+ Compartir

Doc. Computerworld

Disponible para descarga:

Las ciberamenazas de 2018

En 2018, los
ciberataques
acurriercn con una
rapidez sin
precedentes y en
sdlo unos segundos se lograron cifrar o
vulnerar ordenadores. Afortunadamente, la
inteligencia artificial se convirtid en un aliado
fundamental para combatirlos. En este
documento, Darkirace desvela las
vulnerabilidades descubiertas el pasado afio
gracias a est...

Préximo Webinar

Cloud a escala: segura, gobernada y
eficiente

o "= Gestionar cloud
CLOUDAESCALA: Paratodala
gl 2, gobemada yafig |I organizacion
P conlleva un nuevo

maodelo tecnoldgico
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exploit of WordPress plugin backdoors

sites running Joomla, Magento, too

MailPoet attacks commandeer an estimated 30,000 to 50,000 sites, researcher says.

DAN GOODIN - 7/23/2014, 10:56 PM

W
O

As many as 50,000 websites have been remotely commandeered by attackers exploiting a recently
patched vulnerability in a popular plugin for the WordPress content management system, security
researchers said Wednesday.

As Ars reported in early July, the vulnerability in MailPoet, FURTHER READING
a WordPress plugin with more than 1.7 million downloads, WordPress plugin with 1.7 million downloads
allows attackers to upload any file of their choice to puts sites at risk of takeover

vulnerable servers. In the three weeks since then,

attackers have exploited the bug to install a backdoor on an estimated 30,000 to 50,000 websites, some
that don't even run WordPress software or that don't have MailPoet enabled, according to Daniel Cid,
CTO of security firm Sucuri.

"To be clear, the MailPoet vulnerability is the entry point," he wrote in a blog post. "lt doesn't mean your
website has to have it enabled or that you have it on the website; if it resides on the server, in a
neighboring website, it can still affect your website." In an e-mail to Ars, he elaborated:

11

The malware injection code is actually trving to compromise all PHP files that it can on the



Username or Email Address

admin

Password

Remember Me Log In

Lost your password?

— Back to



@& Dashboard

Home

Updates (1

All in One SEO

Comments

Appearance

o1 P 4 New Delete Cache SEO

WordPress Updates

Akismet & Privacy.

To help your site with transparency under privacy laws like the GDPR, Akismet can display & notice to your users under your
comment forms. This feature is disabled by default, however, you can turn it on below.

Please enable or disable this feature, More information

Last checked on lanuary 28, 2019 at 10:22 pm. | Check Again

You have the latest version of WordPress. Future security updates will be applied automatically.
If you need to re-install version 5.0.3, you can do so here:

Re-install Now

Plugins
The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins”.

Update Plugins

v'|  Select All

= R AR D e o CEFY Dol
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Hosting

Instalables
SaaS






Funcionalidades basicas

e Actualizaciéns (1 clic)

e Nucleo WordPress

e Plugins, temas e traduccions
e Copias de seguridade e restauracion
e Xestion do contido de

e Paxinas e entradas

« Comentarios e spam



Funcionalidades basicas (I)

 I[nstalacidon e clonado
e Xestion usuarios

e Escaneo de malware

e Uptime

e SEO e analitica web

e Optimizacion (WPO)
 Informes para clientes



Instalables
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e 2010. Instalable, freemium
e Gratis:

e Actualizacidns e acceso con 1 clic
» Copia de seguridade & restauracion
e Pago: 20 funcionalidades
e Plans anuais (S): 147x0), 24720, 347 50, 447 -

e Mas de 300.000 plugins activos O



e 2013. Instalable (plugin), freemium

e Extensions:

e 11 gratuitas.

» 30 de pago (29-69 $/ano por extension).
e Plans ($): 29,99 mes, 199,99 ano, 1 pago 399
e CCC. Mais de 10.000 plugins activos
e Cliente. Mais de 300.000 plugins activos

é



Saas

ehoTE ©
iControlWP
ithemes
CMS




e 2012. Saa$, pago
e 31 funcionalidades
e Plans mensuais (S)
e 85 -> 55itios
e 125 S -> 400 sitios
e Mas de 10.000 plugins activos

CMS



e 2010. Saas, freemium

e Extensions: 14 gratuitas, 7 de pago

e Plans mensuais (S)
e < 255ijtios: 1-2 S extension/sitio/mes.
e 25 < x < 100: 25-75S extensidon/mes.

150$ todo/mes
e Mais de 800.000 plugins activos






Admin Panel v3.0.1

All Sites '

All None v 65 Sites selected

il com
v com

hd COMm

hdl : com

il net

el com

l com
hdl com
il com

el zom

o com o
"

com

Manage Protect Activity Log

Updates

v All | lgnored

)
i
PLUGINS
v Responsive Menu
v Responsive Lightbox &amp; Gallery
hdl Health Check &amp; Troubleshooting
' Elementor
v WP Google Maps
' WooCommerce
o es
i .com
" PixelYourSite

| Select All

O

THEME

() Reload Data Jan 22 @ 01:14am

# Update Al

1 1

CORE TRANSLATION
354
354
29 celected Ignore Update

Process Queue



INFINITE

free
The besthway to manage

MULTIPLE WORDPRESS SITES O ONE-CLICK UPDATES

INSTANT BACKUP & RESTORE

InfiniteWP Client 0 BULK MANAGE PLUGINS & THEMES

e ONE MASTER LOGIN

Installation Ch

Version: 1.

=N imited number
2 unlimited number Autho

Require:
high
ser and totally under
Compatible up to: 4.9.9

Active Installations:

ess, plugins and themes
or just the data
sactive multiple plugins

Bulk Install nlunins & themes in multinle sites at once




Delete Cache

4+ New

@ Dashboard

All in One SEOQ

- Comments

Contact (2

¥ Appearance
X Plugins

Installed Plugins

Add New

* B
g
o
(7]

8
-+
]
]
=
=
=]
5]

WP Security
1% Insights

(4] z enu

Plugins Add New

WP-ADMIN URL:
ADMIN USERMNAME:

ACTIVATION KEY:

Impaortant: You are currently using manual UA code output. We highly recommend a

Add this site to IWP Admin panel

https:/ fwww .com/wp-admin/
{or any admin id)

fd7 faf77e96ccHt

Copy details

6ab81cc

uthenticating_with Monsterinsights so that you can access our new reporting area and take advantage of €

new Monsterinsights features.

Plugin activated.

ANl (13) | Active (9) | Inactive (4) | Drop-ins (1)

Bulk Actions ¥ | Apply
Plugin

Akismet Anti-Spam
Activate Delete

All In One SEO Pack

Upgrade to Pro Cocumentation  Support Forum | SEO Settings = Deactivate

m
jat}
[a]
I
[l
]

[ts)
b

Description

Used by millions, Akismet is quite possibly the best way in the world to protect your blog from spam. It

keeps your site protected even while you sleep. To get started: activate the Akismet plugin and then go to
your Akismet Setfings page to set up your AP key.

Version 4.1 | By Automattic | View details

o

COut-of-the-box SEO for your WordPress blog. Features like XML Sitemaps, SEO for custom post types, SEO
for blegs or business sites, SEQ for ecommerce sites, and much more. More than 50 million downloads
since 2007

Version 2.10.1 | By Michael Torbert | View details | Feature Request/Bug Report
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Add your WordPress Site
Install and Activate the InfiniteWP Client plugin on your

WordPress sit = adding it

WP dashboard crendentials

Folder Pro

Username

Password

Advanced

Content Type

@ applicatio form-urlencoded

multipart/form-data

Connect Using

< Default i \ min URL



Admin Panel v3.0.1

All Sites Manage Protect  Activity Log Reload Data | Jan22@01:14am

Updates

All None v 65 Sites selected

Al | d
— gnore % Update All

12 9 1 1

PLUGINS THEME CORE TRANSLATION

~

Looks like there are no themes updates.

o Select All 0 selected
7 Process Queue



Admin Panel v3.0.1

All Sites Manage Protect  Activity Log Reload Data | Jan22@01:14am

All None v 65 Sites selected
o
Al | d
— gnore % Update All
v ' F
12 O 1 1
et PLUGINS THEME CORE TRANSLATION
s 503
v .es 5.0.3
= info 503
om 503
v
com 503
¥ es 503
= et 503
wel )| 503
v
com 503
v net 5.0.3
= .COMm 503
v

o Select All 0 selected
7 Process Queue



Admin Panel v3.0.1

All Sites Manage Protect  Activity Log

Updates

All None v 65 Sites selected

v All | lgnored

12 O
PLUGINS THEME

Translation

com

o Select All
'

CORE

0 selected

Reload Data Jan 22 @ 01:14am

# Update Al

1

TRANSLATION

Process Queue



Admin Panel v3.0.1

All Sites @ Manage  Protect  Activity Log

Updates

All None v 65 Sites selected

v All | lgnored

v
v ~
i

ud PLUGINS
wl v Responsive Menu
o

v Responsive Lightbox &amp; Gallery
v

hdl Health Check &amp; Troubleshooting
v

' Elementor
v

v WP Google Maps
o

' WooCommerce
‘./

' PixelYourSite
o

d Mailjet for WordPress
v
v

o Select All
'

O

THE

Process Queue

Reload data from 65 sites
Reload data from &5 sites
Update 1 translations in 35 sites
Update 1 translations in 4 sites
es
~ transliations

.com

" translatons

vCcom

" translations

com

() Reload Data Jan 22 @ 01:14am

)

Process Queue



=
0
@
o
w
[

Manage Protect Activity Log

Updates
t All None v 65 Sites selected
v en el me—_ B eloaded on Jan 22 @ 01:15am C)
S & Responsive Lightbox &amp;
) . . Gallery-205t0210

& View Site Quick Status WooG erce - 353 to

o
n - . o 354

&' Open Admin In New Tab ) Wordpress  4.9.8

7 Plugins 13 Active 17 Installed 2 Updates
- ames 1 Active 4 Installed 0 Updates

E Backup Now Th p ORE
v

& View Backups
"’ -

Links Add

= & Edit Site Details

& Maintanance Mode
v 185

&= Server Info
o info

W Remove Site
v com P
v 85
= Inet Motes Add
hdl 1.com

v .com o

() Reload Data Jan 22 @ 01:14am

%UIIHEAI

1

TRANSLATION

29 selected lgnore Update

Process Queue



INFINITE MULTIPLE WORDPRESS MANAGEMENT

21 UPDATES NOTIFICATION OPEN ADMIN PANEL
JAN

.E5

Translation updates are available.

.com
Translation updates are available.
.org
v498tov50.3
.com
Translation updates are available.
.com
v499tov503
Lom
Translation updates are available.
.com
v4.981tov5.0.3
Translation updates are available.
.com

Translation updates are available.






K¢ Plugins (2

Installed Plugins
Add New

Editor

Add Plugins  upload Plugin

Search Results  Featured Popular  Recommended

MainWP Child
Install Mow More Details

Provides a secure connection
between your MainWP Dashboard
and your WordPress sites. MainWP
allows you to manage WP sites
from one central location.

By MainWP

(59) Last Updated: 1 month ago

300,000+ Active Installations v Compatible with your
version of WordPress

Favorites

Keyword ¥ g mainwp

12 items

MainWP Dashboard

Install Mow More Details

Manage WP sites from one central
location! Much more than just
updates, get nearly complete
contral of all your sites from your
self-hosted Dashboard.

By MainWP

{1,493) Last Updated: 2 maonths ago

10,000+ Active Installations v Compatible with your
version of WordPress
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Imstallation

+

Installation

What type of server is this?

'® Web Host

) Localhost

Back Skip this step



) MAINWP

Installation  System checkup

d h

Dashboard System Requirements Checkup

Any Warning here may cause the MainWP Dashboard to malfunction. After you complete the Quick Start setup it is recommended to

contact your host's support and updating your server configuration for optimal performance.

server Configuration Reguired Value WValue

@® PHP Version ==5§

7.0.33-0+deb9u1

@ S5L Extension Enabled true

@ cURL Extension Enabled true

© MySQL Version 5.7.24

Back Skip this step
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Installation  System checkup Hosting setup

Hosting setup

What type of hosting is this Dashboard site on? Shared

How many child sites are you planning to More than 50

manage?

Running over 50 sites on shared hosting can be resource intensive for the server so we will turn on caching for you to help. Updates will
be cached for guick loading. A manual sync from the Dashboard is required to view new plugins, themes, pages or users.

Back Skip this step




€Y vaANWP

Installation  System checkup Hostingsetup — Optimization Motifications

Notification

Do you want to receive important email

notifications from your dashboard?

These are emails from your MainWP Dashboard notifying you of available updates and ather
maintenance related messages. You can change this later in your MainWP Settings tab.

These are NOT emails from the MainWP team and this does NOT sign you up for any mailing lists.

Enter Your Email Address

Back Skip this step



Y vaNwP

Installation  System checkup Hostingsetup — Optimization Motifications Backups
Backup
Are you planning to use MainWP for backups? YES

Choose how you want to handle backups: BackWPup (Free Extension)
UpdraftPlus (Free Extension)

BackUpWordPress (Free Extension)

Back\WWPup (Free Extension) p plugin for your Backups.

You can change this at any time.

Back Skip this step




O VIAINWP

Installation  System checkup Hostingsetup — Optimization Motifications Backups WP-Cron trigger

WP-Cron Trigger

MainWP relies on a built in WordPress file called wp-cron.php to trigger scheduled events.

However, since we suggest you install your MainWP Dashboard on a fresh dedicated site it will get almost no traffic which means

your scheduled tasks such as backups and automatic updates may not be triggered in a timely manner.

In order to work around that we suggest you sign up for the free Uptime Robot service that will "visit” your dashboard site and make
sure that Cron Jobs are regularly triggered.

Authorize Uptime Robot

Back Skip this step



Add Plugins  upload Plugin

Search Results Featured  Popular  Recommended — Favorites

I
Keyword ¥ gmainwp

12 items

MainWP Dashboard

MainWP Child

Install Now More Details Install Mow More Details

Manage WP sites from cne central
between your MainWP Dashboard location! Much more than just

and your WordPress sites. MainWF updates, get nearly complete
allows you to manage WP sites control of all your sites from your

from one central location. self-hosted Dashboard.

Provides a secure connection

By MainWp By MainlWP

(59) Last Updated: 1 month ago {1,493) Last Updated: 2 months ago

300,000+ Active Installations v Compatible with your 10,000+ Active Installations v' Compatible with your
version of WordPress version of WordPress




Settings

General
Writing
Reading
Discussion
Media
Permalinks

MainWP Child

rlcasc add This site 1o YOUTr Malnvve LasnDoarcd NUWY OF dedclivale Tne Miaglnvive Linlic paddin unth Yol arec
ready to connect this site to your Dashboard in order to avoid unexpected security issues.

If you are not sure how to add this site to your Dashboard, please review these instructions.

You can also turn on the unique secunity 1D option in MainWP settings if you would like extra security and additional time o add this
site to your Dashboard.
Find out more in this help document How do | use the child unique security ID?

MainWP Child

SETTINGS RESTORE SERVER INFORMATION CONNECTION DETAILS

Connection settings

The unique security ID adds addifional protection between the child plugin and your Dashboard. The unigue security ID will need fo

match when being added to the Dashboard. This [s additional security and should not be needed in most situgtions.

¥| Require unigue security 1D

Your unique security ID is: cdrNFWis




MAMNAGE SITES ADD MNEW IMPORT SITES TEST CONNECTION GROUPS

arview
Updates Meed help getting started? P Start the Tour! © Dismiss
Sites
Posts £ Add a Single Site N
Pages If you are having trouble adding your site please see the @ List of Most Common Reasons.
Themes
Plugins
Site URL I . I
Users | http:/,
Existing Backups
I Administrator username I I
Settings

Extensions

server Information Friendly site name

Groups Mo groups added yet

$# Extensions Settings Synchronization i

You have Extensions installed that require an additional plugin to be installed on this new Child site for the Extension to work correctly. From the list below select the plugins you
want to install and if you want to apply the Extensions default settings to this Child site

& Select All | D Select Nane
UpdraftPIus

Install UpdraftPlus - Backup/Restore plugin

Apply UpdraftPlus - Backup/Restore settings




@8 Overview

¥ MainWp

LoEes Meed help getting started? B Start the Tour! © Dismiss

Sites last synced at 04/02/2019 18:51 (1 min ago)
. ) < Sync Data with child sites B Get new extensions
Management is more than just updates!

& Show Quick Start shortouts

Updates

> Update Overview B .
View updates per:|  Plugin/Theme ~

Check site HTTP response after update @

@ Updates available Update everything

=z

o WordPress updates available Update All

@ Plugin updates available lgnared (0) Update All

@ Theme updates available Ignored (0) Update All

n Tranclztinm Rdatas auailabla €3



¥ MainWp

Overview
Updates
Sites

Posts
Pages
Themes
Plugins
Users
Existing Backups
Settings
Extensions

Server Information

SYNCING WEBSITES

com

s}
1

com
.com
com

com

nuna

SYMNCING
2 SYNCING
2 SYNCING
2 SYNCING

2 SYNCING

L LU




=~ UPDATE OVERVIEW

Check site HTTP response after update @

@ Updates available

o WordPress updates available

com

LCom

.Lom

.Com

LOm

L20m

@ Plugin updates available

AMP

4.9.9to 5.0.3

4.9.9 to 5.0.3

4.8.5t0 5.0.3

4.8.51t0 5.03

4.8.8to 5.0.3

4.8.5t0 5.0.3

1 Update

Ignored (0)

Ignore Globally

Update everything

Update All

Update

Update

Update

Update

Update

Update

Update All

Update

=z
x

3



A Sites

¥ MainWp
Overview IANAGE SITES ADD NEW IMPORT SITES TEST CONNECTION GROUPS
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MainWP Clean and Lock Extension

MainWP Clean and Lock Extension enables you to remove unwanted WordPress pages from your dashboard site and to control
access to your dashboard admin area.
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MainWP Sucuri Extension enables you to scan your child sites for various types of malware, spam injections, website errors, and
much more. Requires the MainWP Dashboard.
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The WordFence Extension combines the power of your MainWP Dashboard with the popular WordPrass Wordfance Plugin, It
allows you to manage WordFence settings, Monitor Live Traffic and Scan your child sites directly from your dashbeard, Requires
MainWP Dashboard plugin.
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