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ANONYMOUS

We are Legion. We do not Forgive. We do not Forget

Expect Us!

-This Website Was Hacked -

Because none of us are as cruel as all of us.

@F33LT Follow...
@AnonWork Follow...

7th - September - 2011
5th - November - 2011



Entra a tu banca online

Introduce tu usuario y clave de acceso

/NIE/Pasaporte/T. Andnima)

éDlvidaste tu clave de ac

Siya eres cliente de BEBVA y
no tienes usuario online
crea tu clave de acceso y
empieza a disfrutar de tu
area de clientes.

Crear clave de usuario
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= ELPAIS

ATAQUE A TWITTER Y OTRAS COMPARIAS »

NEWSLETTER 50 n Q -

TECNOLOGIA

Varios ciberataques masivos inutilizan las webs de

grandes compaiiias

Son los mas graves de la ultima década. Los primeros indicios descartan a un pais extranjero

00

BEATRIZ GUILLEN JOAN FAUS W ROSA JIMENEZ CAND W G+

Madrid / Washington / San Franclsco - 22

Mapa con los puntos del planeta con problemas, segun la web especializada Downdetector. ATLAS

Una oleada de ciberatagues masivos contra el proveedor de Internet Dyn
interrumpieron este viernes el servicio de paginas web de grandes compafiias y
medios de comunicacion internacionales, como Twitter, Spotify, Amazon, Netflix

o The New York Times. El ataque, planeado en varias fases, durd casi 11 horas.
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NEWSLETTERS
Recibe la mejor informacion en tu bandeja

de entrada

LO MAS VISTO EN... m

El poder auin oculto de tus datos

Bl cofundador de Twitter confirma que se podran
editar los mensajes

“Muestra civilizacion depende igual del software que
del agua”™

Ln nuevo estudio asocia el uso de pantallas con un
peor desarrollo de los nifios

(® Asizeconstruye en Sagunto el tunel de
experimentacion ‘hyperloop’ mas largo del mundo

Liega la sexta peneracion de ataques informaticos:
mias grandes, mas rapidos y mas sofisticados

WVuelos en et privado y camas que evaluan la
actividad sexual: asi seran las vacaciones del futuro






GENBEITA

NUEVO W

Q.  ACTUALIDAD REDES SOCIALES WINDOWS WEB PASO A PASO yFfod

Casi 50.000 webs que usan WordPress infectadas con malware que
mina criptomonedas

SUSCRIBETE A GENBETA

Recibe un email al dia con nuestros articulos:

Tu correo electronice VST

Siguenos

Yy f @O N F
in]

TE RECOMENDAMOS

Una vulnerabilidad de
Telegram para
Windows permitid usar
los PC de los usuarios
para minar

- I Mo es solo tu

navegador, los hackers

T Marzo 2018 - Actualizado 10 Marzo 2018, 01:36 & 10 COMENTARIOS

tambign secuestran la
nube de Amazon para
minar bitcoin r




;COmMo puedo
evitarlo?
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TECNOLOGTA APPS PARA EL CIUDADANC COMPROMETIDD  MOBILE WORLD CONGRESS  MOVILES

| VULMNERAEILIDADES

La filtracion de los 'papeles de Panama’
pudo producirse por no actualizar una
pagina web

Un 'plugin’ de WordPress y una versién antigua de Drupal, posibles causas del 'hackeo'

Josep M. Berengueras
Martes, 12/04/2016 | Actualizado el 13/04/2016 a las 18:04 CEST
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Maossack Fonseca Slider Revolution Vulnerability Demo from Wordfence.

;Como fue posible una filtracion como la de los 'Papeles de Panama’, que
implican el desvio de 11,5 millones de documentos? La respuesta no es
sencilla, v solo el despacho de abogados panameno Mossack Fonseca la

conoce, pero expertos apuntan a que el orieen del hackeo v la posterior la
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Buscar Q PORTRALTIC  europapress

portaltic / internet

f v o

Fallo de seguridad en WordPress expone a

millones de webs

Actualizado 11/05/2015 11:29:00 ggx

MADRID, 10 May. (Portaltic) -

Un grupo de especialistas en seguridad informatica ha descubierto recientemente
una vulnerabilidad de seguridad en los sistios Web construidos en WordPress. El
problema afectaria a una serie de complementos y temas preinstalados en la
plataforma, que permitiria a un atacante tomar el control de la web.

Entre los afectados se encuentra "TwentyFifteen”, mitico tema preinstalado con la
plataforma web. Pero no ha sido el Unico, sino que gadgets y pluggings también se
han visto afectador por este fallo Cross-site o XSS.

Relacionadas

« Twitter quiere comprar la app de noticias Circa

« El sistema de pago mdvil de Microsoft, HTC One M9 Plus y la falta de navegador web
de Apple Watch:historias del dia

« ;Por qué "adgjmptw" es una contrasefia tan mala como "123456"?

Este tipo de fallos permite a un posible atacante insertar codigos que le
permitirian tomar el control del sitio. Entre las formas que los ciberdelincuentes
tienen de conseguir esto, esta la clasica practica de mandar un correo electrénico
en el que la victima abra un enlace.

Por suerte el problema ya ha sido resuelto y WordPress ha lanzado ya la
actualizacién 4.2.2, que soluciona esta vulnerabilidad de seguridad.

Desde Portaltic recomendamos a todos los propietarios de un blog o sitio web

Ultimas noticias / Portaltic »

® Google Chrome identificara URL
fraudulentas que intentan engafiar
por su parecido con las URL
legitimas

® Google requerira identificarse a los
anunciantes electorales para evitar
el abuso en las elecciones europeas

® Google prueba la carga rapida de
paginas web AMP en la version
Android de Gmail

Mas leidas ofrecido por

Portada europa press

Honor 10 Lite, ya disponible con
Jazztel

2 Facebook cumple 15 afios: momentos
que marcaron la historia de la mayor
red social gue asphiraba a superar 500

in

& Ahonados



S EMPRENDEDORES | LEGISLACION | NUEVAS TECNOLOGIAS | CASOS DE EXITO | ==

COMPUTERWORLD €S0 DIGITAL

TENDENCIAS EMPRESAS CIBERCRIMEN ENTREVISTAS ESPECIALES COMPUTERWORLD.ES

Login con o Crea una nueva cuenta

Transformando las Tl Seguridad Cloud  Conoce Dell

ALERTAS | NOTICIAS | 13 FEB 2017

Una vulnerabilidad de WordPress ataca a mas de 1.5

millones de paginas web

Tags: Seguridad Espionaje Ciberseguridad Hacker

Tambien te puede interesar:

» Un fallo de WordPress expone a millones de paginas web
3 Un estudio revela la vulnerabihidad de empresas y paises a causa de |a falta de talento en ciberseguridad

Los atacantes estan aprovechando el fallo recientemente restablecido de la APl REST que
permite que el codigo se inyecte en los sitios web de WordPress.

.i,-shawea e T\.\.'ettztlal w Tl.'.'eetel [ Linkedin

Redacidn

Doc. Computerworld

Disponible para descarga:

Las ciberamenazas de 2018

En 2018, los
ciberataques
sisnenblllll  OCLITICron Con una
rapidez sin
precedentes y en
sdlo unos segundos se lograron cifrar o
vulnerar ordenadores. Afortunadamente, la
inteligencia artificial se convirtid en un aliado
fundamental para combatirlos. En este
documento, Darkirace desvela las
vulnerabilidades descubiertas el pasado afio
gracias a est...

Préximo Webinar

Cloud a escala: segura, gobernada y
eficiente

% = Gestionar cloud
Scmun AESCALA; A Par@ toda la
| P ada

enra, ok yeligang arganizacion
bl d conlleva un nuevo

costieint i ciTepE " - ol
maodelo tecnoldgico
COon nuevos retos.

Préximo Evento

CyberXecurity Day - MADRID

810G
CybarXecurity Day .

Revista Digital Enero 2019

Todo =obre la confianza digital en la nueva



dl'S TECHNICA

WEBSITE EXPLOITS GO WILD —

Mass exp101t of WordPress plugin backdoors
sites running Joomla, Magento, too

MailPoet attacks commandeer an estimated 30,000 to 50,000 sites, researcher says.

DAN GOODIN - 7/23/2014, 10:56 PM

As many as 50,000 websites have been remotely commandeered by attackers exploiting a recently
patched vulnerability in a popular plugin for the WordPress content management system, security
researchers said Wednesday.

o As Ars reported in early July, the vulnerability in MailPoet, FURTHER READING
a WordPress plugin with more than 1.7 million downloads, WordPress plugin with 1.7 million downloads
O allows attackers to upload any file of their choice to puts sites at risk of takeover

vulnerable servers. In the three weeks since then,

attackers have exploited the bug to install a backdoor on an estimated 20,000 to 50,000 websites, some
that don't even run WordPress software or that don't have MailPoet enabled, according to Daniel Cid,
CTO of security firm Sucuri.

"To be clear, the MailPoet vulnerability is the entry point," he wrote in a blog post. "lt doesn't mean your
website has to have it enabled or that you have it on the website; if it r'e5|de5 on the server, in a
neighboring website, it can still affect your website." In an e-mail to Ars, he elaborated:

11

The malware injection code is actually trying to compromise all PHP files that it can on the
server. 5o if you have a site at /var/www/sitel.com with MailPoet and another site at
Mvar/www/site2 com without it, the malware injector from site1_com will try to compromise
site2.com as well. We had a client that all his 20+ sites got injected, because one site inside the
same shared account had MailPoet on it. That's why we were seeing Joomla and Magento sites
with the same malware as well. Took us a bit of time to connect all the dots and find the entry
point on them.

Sucuri researcher Peter Gramantik first reported the mass exploitation affecting WordPress Tuesday. The
injected malware installs a backdoor account that gives attackers full administrative control. It also
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Username or Email Address

admin

Password

Remember Me Log In

Lost your password?

— Back to



@& Dashboard

Home

Updates 1

All in One SEO

Comments

Appearance

Image Elevator
Insights

WP to Twitter

© cCollapse menu

o1 P 4 New Delete Cache SEO

WordPress Updates

Akismet & Privacy.

To help your site with transparency under privacy laws like the GDPR, Akismet can display & notice to your users under your
comment forms. This feature is disabled by default, however, you can turn it on below.

Please enable or disable this feature. More information

Last checked on lanuary 28, 2019 at 10:22 pm. | Check Again

You have the latest version of WordPress. Future security updates will be applied automatically.
If you need to re-install version 5.0.3, you can do so here:

Re-install Now

Plugins
The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins”.

Update Plugins

v|  Select All

v All In One SEO Pack
You have version 2.10.1 installed, Update to 2,171, View version 2,11 details,
Compatibility with WordPress 5.0.3: 100% (according to its author)

v  Select All

Update Plugins

Themec

17}
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SEO

@ Dashboard @ Dashboard
Home Home

Updates (i Updates (i

All in One SEO All in One SEO

# Posts # Posts

B Media B Media

& Links & Links

| Pages | Pages

¥ Comments ¥ Comments

» Appearance » Appearance

% Pugins @ £ Plugins @

Users Users
4~ Tools 4~ Tools
Settings Settings
© Image Elevator All In One SEQ Pack @ Image Elevator All In One SEO Pack
(& nsights uhe heis ha 1in
& WP to Twitter & WP to Twitter

©Q Collapser

»
o
A |

o1 . 4 New DeleteCache SEO 4 New DeleteCache SEO

@ Dashboard @ Dashboard WordPress Updates
Home Home
Akismet & Pri
Updates (i Updates (i
¥ Allin One SEO ¥ Allin One SEO

Posts Posts

» »

0 Media 0 Media
& Links & Links
N Pages I Pages

¥ Comments ¥ Comments

# Appearance # Appearance

£ Plugins @ £ Plugins

o Users o Users

&~ Tools &~ Tools

Settings Settings

© Image Elevator All In On ¥ Image Elevator All In On
(& Insights (& Insights

® WP to Twitter ® WP to Twitter

ct All

Update Plug










o SiteGround




Saas

Instalables






Servicios

e Actualizaciones (1 clic)

e Nucleo WordPress
e Plugins, temas y traducciones
e Copias de seguridad & restauracioén

e Gestion del contenido de

e Paginas y entradas
« Comentarios y spam



Servicios (Il)

e Instalacién y clonado
e Gestion usuarios

e Escaneo de malware

e Uptime

e SEO y analitica web

e Optimizacion (WPO)
 Informes para clientes
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e 2010. Saas, freemium

« Extensiones: 14 gratuitas, 7 de pago

e Planes mensuales (S)
o < 25ssitios: 1-2 S extension/sitio/mes.
e 25 < x < 100: 25-75S extensidon/mes.
e 1505 todo/mes

e Mas de 800.000 plugins activos



e 2012. Saa$, pago
e 31 funcionalidades
e Planes mensuales (S)
e« 85 ->5sitios
e 125 S -> 400 sitios
e Mas de 10.000 plugins activos

CMS



Instalables






e 2010. Instalable, freemium
e Gratis:
e Actualizaciones y acceso con 1 clic
e Copia de seguridad & restauracion
e Pago: 20 funcionalidades
» Planes anuales (S): 147x0), 247 20), 347 50, 447 (-
e Mas de 300.000 plugins activos

C



e 2013. Instalable (plugin), freemium
e Extensiones:
e 11 gratuitas.
» 30 de pago (29-69 S/ano por extension).
e Planes (S): 29,99 mes, 199,99 ano, 1 pago 399

e Centro de comando y control (CCC). Mas de
10.000 plugins activos

e Cliente. Mas de 300.000 plugins activos

‘\



1 Howdy,

Add Plugins  upload Plugin

Search Results Featurad Popular  Recommended Favorites

I
Keyword ¥ §mainwp

12 items

MainWP Child MainWP Dashboard
Install Now More Details Install Now Mare Details
£ Plugins @ Provides a secure connection Manage WP sites from one central
between your MainWP Dashboard location! Much more than just
= el el and your WordPress sites. MainWWP updates, get nearly complete
R allows you to manage WP sites contral of all your sites from your

Add New from one central location. self-hosted Dashboard.

Editor By MainW/p By Mainl\iP

{59) Last Updated: 1 month ago {1,493) Last Updated: 2 months age

300,000+ Active Installations ¥ Compatible with your 10,000+ Active Installations v Compatible with your
version of WordPress version of WordPress

MainWP Child Reports WP Security Audit Log

Install Mow Maore Details Install Mow Mare Details
The MainWP Child Report plugin
tracks changes to Child sites for the
Client Reparts Extension.

An easy to use & comprehensive
WordPress activity log plugin to log
all changes on WordPrass sites &
multisite networks.

[ O T [ Y T



Y vaNwP

Imstallation

+

Installation

What type of server is this?

'® Web Host

) Localhost

Back Skip this step



Y vianwp

Installation  System checkup

ﬁ h

Dashboard System Requirements Checkup

Any Warning here may cause the MainWP Dashboard to malfunction. After you complete the Quick Start setup it is recommended to

contact your host's support and updating your server configuration for optimal performance.

Server Configuration Reguired Value Walue

@ PHE Version »=5h

7.0.33-0+deb9u1

@ 55L Extension Enabled true

@ cURL Extension Enabled true

© MysQL Version 5.7.24

Back Skip this step




Y vaNwP

Installation  System checkup Hosting setup

Hosting setup

What type of hosting is this Dashboard site on?

How many child sites are you planning to More than 50

manage?

Running over 50 sites on shared hosting can be resource intensive for the server so we will turn on caching for you to help. Updates will
be cached for quick loading. A manual sync from the Dashboard is required to view new plugins, themes, pages or users.

Back Skip this step




Y vianwp

Installation  System checkup Hostingsetup — Optimization Motifications

Notification

Do you want to receive important email

notifications from your dashboard?

These are emails from your MainWP Dashboard notifying you of available updates and other
maintenance related messages. You can change this later in your MainWP Settings tab.

These are NOT emails from the MainWP team and this does NOT sign you up for any mailing lists.

Enter Your Email Address

Back Skip this step



Y vaNwP

Installation  System checkup Hostingsetup — Optimization Motifications Backups

Backup

Are you planning to use MainWP for backups? YES

Choose how you want to handle backups: BackWPup (Free Extension)

UpdraftPlus {Free Extension)

BackUpWordPress (Free Extension)

Back\WPup (Free Extension) p plugin for your Backups.

You can change this at any time.

Back Skip this step



Y vianwp

Installation  System checkup Hostingsetup — Optimization Motifications Backups WP-Cron trigger

WP-Cron Trigger

MainWP relies on a built in WordPress file called wp-cron.php to trigger scheduled events.

However, since we suggest you install your MainWP Dashboard on a fresh dedicated site it will get almost no traffic which means

your scheduled tasks such as backups and automatic updates may not be triggered in a timely manner.

In order to work around that we suggest you sign up for the free Uptime Robot service that will "visit” your dashboard site and make

sure that Cron Jobs are regularly triggered.

Authorize Uptime Robot

Back Skip this step



Add Plugins  upload Plugin

Search Results Featured  Popular  Recommended  Favorites

I
Keyword ¥ gmainwp

12 items

MainWP Dashboard

MainWP Child

Install Now More Details Install Now Maore Details

Manage WP sites from one central
location! Much more than just
updates, get nearly complete

Provides a secure connection
between your MainWP Dashboard
and your WordPress sites. Main\WF
allows you to manage WP sites control of all your sites from your
from one central location. self-hosted Dashboard.

By MainWp By MainlWp

(59) Last Updated: 1 month ago {1,493) Last Updated: 2 months ago

300,000+ Active Installations v Compatible with your 10,000+ Active Installations v' Compatible with your
version of WordPress version of WordPress

MainWP Child Reports WP Security Audit Log

Install Now More Details Install Now Maore Details

An easy to use & comprehensive
WaordPress activity log plugin to log
all changes on WordFress sites &
multisite networks.

The MainWP Child Report plugin
tracks changes to Child sites for the
Client Reports Extension.

Dar B8 =LA



Settings

General
Writing
Reading
Discussion
Media
Permalinks

MainWP Child

Please add this site to your MainWP Dashboard NOW or deactivate the MainWP Child plugin until you are
ready to connect this site to your Dashboard in order to avoid unexpected security issues.

If you are not sure how to add this site to your Dashboard, please review these instructions.

¥ou can also turn on the unigque security 1D option in MainWP settings if you would like extra security and additional time to add this
site to your Dashboard.
Find out more in this help document How do | use the child unique security D7

MainWP Child

SETTINGS RESTORE SERVER INFORMATION CONNMNECTION DETAILS

Connection settings

The unigue security ID adds additional protection between the child plugin and your Dashboard, The unique security ID will need to
match when being added to the Dashboard. This [s additional securify and should not be needed in most situations.

¥| Require unique security 1D

Your unique security ID is: cdrNFWis

Save changes




A Sites

¥ MainwpP
_ MANAGE SITES ADD MEW IMPORT SITES TEST CONNECTION GROUPS
erview
Updates Meed help getting started? P Start the Tour! © Dismiss
Sites
Posts 1} Add a Single Site .

If you are having trouble adding your site please see the &> List of Most Common Reasons.

Site URL I| h‘t—_p:f."’_-f - I
ng Backups
I Administrator username
Settings
Extensions
server Information Friendly site name
Groups Mo groups added yet
$+ Extensions Settings Synchronization A

You have Extensions installed that reguire an additional plugin to be installed on this new Child site for the Extension to work correctly, From the list below select the plugins you
want to install and if you want to apply the Extensions default settings to this Child site

o Select All | O Select Mane
UpdraftPIus

Install UpdraftPlus - Backup/Restore plugin

Apply UpdraftPlus - Backup/Restore settings

$# Advanced Options a

Q 8




¥ MainWp

Overview
Updates

Sites

Posts

Pages

Themes

Plugins

Users

Existing Backups
Settings

Extensions

Server Information

@8 Overview

Meed help getting started? P Start the Tour!

Sites last synced at 04/02/2019 18:51 (1 min ago)
Management is more than just updates!

& Show Quick Start shortouts

> Update Overview

Check site HTTP response after update @

@ Updates available

o WordPress updates available
@ Plugin updates available

@ Theme updates available

o Translation updates available @
@ Plugins possibly abandoned @

Themes possibly abandoned @

View updates per:

B a

Plugin/Theme ~

NO

Update evernything

Ignored (0]

Ignored (0]

Update All

Update All

Update All

Ignaored (0)

Ignaored (0)

= Sync Data with child sites

© Dismiss

B Get new extensions




¥ MainWp

Ovesvicer SYNCING WEBSITES
Updates 2 / 8 synce
) ] com
Sites .
Posts com
Pages com
.cam

Themes

. com
Plugins com
Users .Com

Existing Backups
Settings
Extensic

Server Information

Close




=~ UPDATE OVERVIEW

Check site HTTP response after update @

@ Updates available

o WordPress updates available

com

} .com

.Com
.com
.COm
.COMm
@ Plugin updates available
AMP
.com

Akismet Anti-Spam

All In One SEQ Pack

4.9.9to 5.0.3

4.9.9 to 5.0.3

4.8.5t0 5.0.3

4.8.51t0 5.03

4.8.8to 5.0.3

4.8.5t0 5.0.3

1 Update

0.7.2 to 1.0.2

6 Updates

4 Updates

Ignored (0)

Ignore Globally

Ignore

Ignore Globally

Ignore Globally

=z
o

Update everything

Update All

Update

Update

Update

Update

Update

Update

Update All

Update

Update

Update All

4

Update All

Close



A Sites

¥ MainWp
Ovenview IAMAGE SITES ADD NEW IMPORT SITES TEST CONMECTION GROUPS
Updates
Sites Meed help getting started? P Start the Tour! © Dismiss
MIEE Bulk Actions v || Apply - ~ || Display Search sites 8 items
Pages
re o | e 7 M v
S — Status = & URL Last Sync & Actions
Plugins 0 @ com/ 04/02/2018 18:51 REEZCU0USHE
Users «> Sync data
Existing Backups
Settings
_ o 4/02/2019 18:57 @RI 20%9NH S
Extensions comy/ & sync data
Server Information
o .com/ 04/02/2019 18:51 REECUSHES
&> Sync data

@ o e co  04/02/2019 18:57 REEC0USHB S
m/ & Sync data

©® 00 T2y
& Sync data

© 00 NPTy
& Sync data

o o e o com/ 04/02/2019 18:51 RETECCUDYE S
& Sync data




¥ MainWp

Overview

ver Information

=~ Updates

Need help getting started? B Start the Tour! € Dismiss
Sites last synced at 04/02/2019 18:51 (20 mins ago)

. ) = Sync Data with child sites B Get new extensions
Management is more than just updates!
< Updates

View updates per:|  Plugin/Theme =

Check site HTTP response after update @

NO

o WordPress updates available Update All

@ Plugin updates available Ignored (0] Update All
AMP 1 Update Ignare Globally Update
Akismet Anti-Spam 5 Updates Ignare Globally Update All

com 4.0.8 to 4.1.1 Ignaore Update

.com 3.3.3to 4.1.1 Ignare Update

.com 4.0to 4.1 Ignare Update

com 3.34to 4.1.1 Ignare Update

Nooomie 0



¥ ManWp

Posts

Pages

Themes

Plugins

Users

Existing Backups
Settings

Extensic

Server Information

UPGRADING ALL

1/ 8 updated

.com {wp, 12 plugins, 1 theme)
.com (wp, 4 plugins, 3 themes)
«com (wp, 3 plugins, 4 themes)
com (wp, 6 plugins, 5 themes)
.«com (wp, 6 plugins, 6 themes)
.com {wp, 11 plugins, 5 themes)
com (5 plugins)

com (5 plugins)

UPGRADING
UPGRADING

UPGRADING



All in One SEQ over 2000+ 5 star ratings.

¥ MainWp

~ Updates

Chverview

Install WPForms Mow | Dismiss this notice

Meed help getting started? P Start the Tour!
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